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Abstract

Linux kernel memory management is characterized by deep wrap-
per chains, nested struct fields, and intricate error-handling paths.
In such environments, a deallocation that appears syntactically
correct at a call site can be semantically incomplete or mismatched,
failing to truly invalidate the target logical object, thereby intro-
ducing subtle yet exploitable memory bugs. Existing pairing-based
analyses reason about allocation-release symmetry mostly at the
function level rather than at the object level, and therefore cannot
verify whether the corresponding wrapper chains ultimately reach
the same internal object. Summary-based approaches offer object-
level precision, but cannot precisely track objects across nested
fields and complex pointer manipulations, and ignore syntactic
pairing constraints between alloc-side and release-side wrappers.

We present TriMatch, an LLVM-based static analyzer for detect-
ing Linux kernel memory bugs through 3D object-aware symmetry
checking. TriMatch builds bidirectional memory-operation sum-
maries over a normalized access-path representation, constructs a
wrapper-aware pairing corpus for operations targeting the same
logical object, and checks the resulting chains along three dimen-
sions: Depth matching across wrapper layers, Horizontal matching
across sibling branches, and Vertical matching within one execution
path. This design detects incompatible release functions, missing
releases, and repeated releases of the same logical object. Applied
to Linux 6.13-rc1, TriMatch found 115 new bugs; as of this writing,
94 have been fixed or confirmed; 42 CVE IDs have been assigned to
the reported bugs. These results show that TriMatch can uncover
deep logic flaws in kernel memory management that evade existing
sanitizers and static tools while remaining practical for large-scale
analysis.
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1 Introduction

Linux kernels sit on privileged execution paths where a memory-
management mistake can become a crash, a denial-of-service vector,
or a stepping stone to privilege escalation [31, 32, 44]. While dy-
namic approaches such as fuzzing are highly effective at exposing
concrete failures [5, 8, 9, 12-15, 34, 39, 41], they are inherently
restricted to the execution paths they can exercise. Static analy-
sis is thus indispensable, as it can exhaustively inspect memory-
related behaviors that are difficult to trigger in practice, such as
deep error-handling logic and inter-procedural allocation-release
obligations [4, 10, 17-19, 25, 26, 35, 38, 40]. The hard cases are
rarely plain kmalloc() / kfree() mismatches. Kernel allocation and
release operations are usually performed through helper functions
that wrap the underlying primitives. We refer to such helpers as
alloc wrappers and release wrappers and to their nesting as wrapper
chains. In real code, an object may be allocated inside one helper,
exposed through another, stored into a structure field, propagated
across deep, multi-layer wrapper chains, and finally released on a
heavily branched cleanup path. Static verification becomes difficult
precisely because the lifetime obligation is scattered across deep
call chains, nested fields, and complex path contexts.

One line of prior work addresses this problem through func-
tion pairing. Systems such as SinkFinder [3], APISpecGen [22], and
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1 static void tipc_aead_free(struct rcu_head xrp)
2 {

3 struct tipc_aead *aead = container_of (rp, struct tipc_aead, rcu);

4 free_percpu(aead->tfm_entry);
5 kfree_sensitive(aead->key);

6 kfree(aead);

7 3

Figure 1: Simplified tipc_aead_free cleanup wrapper entered
through an embedded-field pointer.

HERO ([36] are effective at discovering plausible allocation-release
function pairs. However, these analyses remain function-centric:
they can infer which allocator and deallocator functions may pair,
but cannot verify whether a concrete alloc-side and release-side
wrapper chain ultimately operates on the same internal object.
In kernel code, a top-level object may carry multiple nested re-
sources, so an apparently well-paired release wrapper may still
miss or mismatch the cleanup required for a particular subobject.
Function-level pairing therefore provides a useful candidate corpus,
but not sufficient evidence of object-level correctness. Object-level
reasoning is therefore necessary for deep kernel wrappers.

This analytical complexity has driven the adoption of summary-
based analyses like Goshawk [30] and IMMI [23], which abstract
memory behavior around logical objects to avoid exponential path
explosion [1, 2, 20]. However, existing summary frameworks exhibit
two main limitations when analyzing deep kernel wrappers. First,
they lack pairing constraints to determine whether an alloc-side and
release-side wrapper are plausible syntactic counterparts. Second,
they struggle with precise object modeling in the presence of nested
fields and complex pointer manipulations.

Figure 1 illustrates the challenge. The wrapper enters through an
embedded-field pointer rp (line 1), recovers the enclosing tipc_aead
object via container_of (line 3), then frees nested resources (lines
4-6). This pattern exposes a fundamental limitation of existing
summaries. A forward-only summary can trace field accesses like
aead->tfm_entry and aead->key, but cannot explain how the anal-
ysis reached aead from rp. Conversely, a recovery-only summary
captures the container_of transition yet loses the subsequent field-
sensitive cleanup operations. The same logical object thus frag-
ments across disjoint forward and backward paths. This is not a
corner case: Uncontained [16] reveals that over 23% of types in
Linux v5.17 participate in such downcast relationships.

Our solution, TriMatch, bridges function-level pairing and object-
level validation through bidirectional summaries and 3D symmetry
checking. TriMatch first builds bidirectional memory-operation
summaries that unify forward field propagation and backward ob-
ject recovery into a normalized access-path representation, allow-
ing the same logical object to be tracked consistently across nested
fields and pointer transformations. It then constructs a wrapper-
aware pairing corpus over canonical object paths and evaluates
each candidate along three dimensions: Depth (wrapper chain
compatibility), Horizontal (branch consistency), and Vertical (no
duplicate releases along a path).

Together, these components define TriMatch: pairing provides
a broad candidate corpus, while 3D symmetry checking validates
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object-level matches and reports mismatches, missing releases, and
overlaps.

Our evaluation on Linux 6.13-rc1 shows that TriMatch is both
effective and scalable for practical full-kernel discovery of memory-
management bugs. Within 1 hour and 41 minutes, it completes a
full-kernel analysis and identifies diverse bug classes across multiple
subsystems, including memory leaks, double frees, API misuses,
and use-after-frees. This coverage further extends to long-standing
legacy bugs, several of which have remained hidden for more than
20 years, and most of these bugs are missed by existing state-of-
the-art tools.

In summary, the key contributions of this work are:

e An object-level pairing validation framework for deep
kernel wrappers. We present TriMatch, an approach that
bridges permissive function-level pairing with rigorous se-
mantic verification by validating allocation-release symme-
try at the object level.

¢ Bidirectional object tracking via normalized access
paths. We introduce field-aware bidirectional summaries. By
formalizing forward field propagation alongside backward
object recovery into a unified access-path schema, TriMatch
tracks resources consistently across deep summary bound-
aries and complex data structures, enabling effective 3D
symmetry-checking for Depth, Horizontal, and Vertical di-
mensions.

e A scalable implementation and numerous new bugs.
We implement TriMatch as an LLVM-based prototype and
apply it to Linux 6.13-rc1. It found 115 new bugs; as of this
writing, 94 have been fixed or confirmed; 42 CVE IDs have
been assigned to the reported bugs.

2 Motivation

Function pairing alone or mere memory-operation summaries are
insufficient for detecting memory bugs in deep kernel wrappers.
We present two failure modes that motivate object-level function
pairing.

Function-pairing mismatch. Figure 2 shows a cleanup call on
an error path that is syntactically present but semantically wrong.
The allocation uses vzalloc() (vmalloc family), while bitmap_free()
eventually calls kfree(). An analysis relying merely on surface-
level pairing rules or checking only whether the tracked object
is eventually passed to a release function would accept this code,
failing to detect the underlying allocator-family mismatch across
wrapper layers.

Object-level asymmetry. Even plausible function pairs can be
internally inconsistent. In Figure 3, ipc_mux_init() and ipc_mux_
deinit() appear well-paired by name, but the deinit routine only
releases two of the three allocated resources (the pp_qlt array ele-
ments are leaked). Function pairing does not capture which object
is managed, where it is stored, or how wrappers behave internally.

These cases show that function pairing should serve only as
a permissive candidate corpus, not as final evidence. True valida-
tion requires field-sensitive, object-level reasoning and cross-layer
wrapper compatibility.
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1 static int pds_vfio_dirty_alloc_bitmaps(struct pds_vfio_region *
region,

2 unsigned long bytes) {

3 region->host_seq_bmp = vzalloc(bytes);

4 R

5 if (!region->host_ack_bmp) {

6 bitmap_free(region->host_seq_bmp); // internally calls kfree()

7 return -ENOMEM;

8 3

9 3

Figure 2: A release-like cleanup call paired with the wrong
allocator family.

1 struct iosm_mux *ipc_mux_init(struct ipc_mux_config *mux_cfg, ...)
{
// Alloc resource 1
struct iosm_mux *ipc_mux = kzalloc(sizeof(*ipc_mux), ...);

for (i = @; i < IPC_MEM_MUX_IP_SESSION_ENTRIES; i++) {
6 // Alloc resource 2

7 ipc_mux->ul_adb.pp_qlt[i] = kzalloc(qlt_size, ...);
8 3

9 for (i = 0; i < ul_tds; i++) {

10 // Alloc resource 3

11 skb = ipc_pcie_alloc_skb(...);

12 skb_queue_tail (&ipc_mux->ul_adb.free_list, skb);

13 3
14 return ipc_mux;
15 3

16

17 void ipc_mux_deinit(struct iosm_mux *ipc_mux) {

18 .

19 while ((skb = skb_dequeue(&ipc_mux->ul_adb.free_list))) {
20 // Release resource 3

21 ipc_pcie_kfree_skb(ipc_mux->pcie, skb);

2}

23 // Release resource 1

24 kfree(ipc_mux);

25 3}

Figure 3: A function-paired init/deinit pair can still be object-
level asymmetric.

3 Threat Model and Scope

This paper targets memory-management bugs arising from asym-
metric cleanup of kernel objects. Our threat model assumes an
adversary, either an unprivileged local user or a remote party ca-
pable of sending network packets, who can invoke system calls or
device-specific inputs to steer the kernel into deep execution paths
and error-handling logic where such asymmetries reside.

These bugs translate into concrete security consequences in two
ways. First, a missing release allows leaked memory to accumu-
late across repeated invocations, progressively exhausting kernel
resources and causing denial of service; abandoned objects may
also retain sensitive data. Second, incompatible or repeated releases
corrupt kernel heap state, manifesting as double frees or use-after-
free conditions that can be chained into memory corruption and,
potentially, privilege escalation.
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4 Workflow

Figure 4 gives the high-level architecture of TriMatch. The work-
flow has three parts. The summary generation stage starts from
kernel source code, compiles it to LLVM IR, extracts call-graph and
control-flow information, and uses a compact API knowledge base
as seeds for data-flow and wrapper analysis to build bidirectional
summaries. These summaries record, for each function, the memory
objects it allocates or releases and how those objects are propagated
beyond the function boundary, so later matching can reason about
one logical object across wrapper layers.

The matching analysis stage consumes those summaries in two
phases. Pairing corpus construction first builds a permissive al-
loc/free pairing corpus by combining wrapper-derived summaries,
intra-procedural alias connectivity, and token-level name matching.
The analysis then applies this corpus along concrete allocation and
release call chains. In the depth dimension, it performs multi-level
pairing analysis to decide whether a candidate release chain is
compatible with the allocation chain for the same logical object.
Only depth-matched candidates are then carried forward to the
horizontal and vertical dimensions.

Two design choices make this pipeline effective. First, TriMatch
materializes wrapper summaries before any pair mining. Each sum-
mary caches the wrapper’s relevant memory operation together
with how the tracked object crosses the function boundary. These
cached records let later stages reuse concrete object-level evidence
across wrapper composition instead of rediscovering the same wrap-
per behavior for every later comparison. Second, TriMatch keeps
function pairing deliberately permissive and uses it only to build a
broad candidate set from these wrapper summaries. Bug reports
are produced only after object-aware symmetry validation, which
prevents noisy pairing evidence from directly becoming reports and
ensures that mismatch, lack, and overlap reports are all supported
by validated object-level inconsistencies.

The output is a structured bug report for one of three target
classes. Function mismatch reports identify objects that are released
through an incompatible cleanup chain. Function lack reports iden-
tify error-handling paths that miss a required release. Function
overlap reports identify repeated releases of the same object. Each
report includes the allocation instruction, the relevant access path,
the release or missing-release context, and the call chains that led
to the decision.

5 Design

5.1 Memory-Operation Summarization

Object-centric memory-operation summaries balance cost and pre-
cision for Linux-kernel analysis. Prior systems such as Goshawk [30]
and IMMI [23] demonstrate the value of this approach but fall short
for our setting. Goshawk’s summaries grow deeper as the call chain
expands and consume substantial resources, whereas IMMI miti-
gates this cost with on-demand, partitioned summary construction.
Crucially, however, neither incorporates backward object recovery
from an embedded field to its enclosing object into its summary
model.

The wrapper in Figure 1 captures the requirement that drives
the core design of our summarization module. The analysis must
connect entry through an embedded-field pointer, recovery of the
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Figure 4: Overview of TriMatch.

1 #define container_of(ptr, type, member) \
2 ((type *)((char x)(ptr) - offsetof(type, member)))

Figure 5: Simplified container_of macro.

enclosing object, and the subsequent cleanup of nested resources
as one object lifecycle. We therefore preserve the recovery step and
the later field traversals in the same normalized representation so
that later matching can reason about one logical object consistently.

Challenges. In the Linux kernel, backward object recovery is
performed through container_of and its wrapper macros, which in
LLVM IR are lowered into pointer arithmetic and type conversions;
TriMatch must therefore recognize these patterns and distinguish
them from ordinary structure-field accesses. Moreover, once back-
ward object recovery is recorded, the allocation side and release
side may reach the same object through different access forms,
requiring a normalized representation that collapses them to the
same logical object.

Identifying container_of patterns. Figure 5 presents a simpli-
fied version of container_of that keeps only the semantics relevant
to our analysis, namely, converting a member pointer to a byte
pointer, subtracting the member offset, and casting the result back
to the enclosing type.

Guided by the macro semantics in Figure 5 and the IR lowering in
Figure 6, the analysis recognizes container_of patterns in two steps.
Syntactically, a candidate must match the lowering pattern, which
consists of a cast from an inner-structure pointer to i8”, a negative-
offset byte-level getelementptr, and a cast back to an outer-structure
pointer. Layout-based validation then uses LLVM’s DataLayout to

1 %field = load %struct.callback_headx, %struct.callback_head** %rp.
addr

%field.i8 = bitcast %struct.callback_headx %field to i8x

store i8* %field.i8, i8*x %tmp]l

%p = load i8x, 1i8*x %tmp1l

%base.i8 = getelementptr i8, i8* %p, 164 -48

6 %obj = bitcast i8* %base.i8 to %struct.tipc_aead*

7 store %struct.tipc_aead* %obj, %struct.tipc_aead** %tmp2

8 %res = load %struct.tipc_aead*, %struct.tipc_aead**x %tmp2

(ST

Figure 6: Simplified LLVM IR lowering of container_of.

check that the outer structure contains a field whose type matches
the inner structure and whose byte offset cancels the negative GEP
displacement. Only then is the GEP treated as a genuine container_
of recovery, and it is recorded with the same field index used for
ordinary forward traversal, so forward propagation and backward
recovery share a unified object model.

Interprocedural chain construction and access-path normalization.
The analysis builds interprocedural chains through a memoized
recursion over summary transitions. Starting from an exposed allo-
cation or release position, the collector traverses outgoing summary
edges; each edge contributes a local access-path fragment and a
call-chain node. If the edge reaches a primitive endpoint, the frag-
ment is emitted directly; otherwise the collector recurses on the
downstream node and composes the returned suffixes with the local
fragment, while prepending the current call-chain node so that path
and chain composition advance together. Repeated subproblems
are served from a cache keyed by the current summary state, while
a visited set cuts off cycles.



TriMatch: Detecting Linux Kernel Memory Bugs with 3D Object-Aware Symmetry Checking

Algorithm 1 Interprocedural chain construction and access-path
normalization
1 CollectChains(v, , y,n);
Input: start summary node o, caller-side path prefix 7, caller-side
chain prefix y, normalization flag n;
Output: finalized chain map M: normalized access path — set of
call chains;
Notation: - concatenates access-path fragments; o concatenates

call-chain nodes;
C «— 0;V « 0; R « Expand(v,C,V);
foreach (0,S) € Rdo

pe—rm-o;

if n then p « Normalize(p);

foreach ¢ € S do

Mlp] — Mp]lU{yoc}
end

O 0 N N U W

end

10 return M;

11 Function Expand(v,C,V):

12 if v € dom(C) then return C[o];
13 if v € V then return 0;

14 V «— VU{0v};R « 0;

15 foreach outgoing summary edge e of v do
16 p — AccessFragment(e);

17 if e reaches a primitive endpoint then
18 R[p] < R[p] U {Node(e)};

19 else

20 R’ « Expand(NextNode(e),C,V);
21 foreach (0,S5) € R’ do

22 p—p-o;

23 foreach c € S do

24 R[p’] <« R[p’] U {Node(e) oc};
25 end

26 end

27 end

28 end

29 V « V\ {v}; C[v] < R; return R;
30 Function Normalize(p):
31 repeat p,q < p;

32 foreach f € UniqueFieldSymbols(p) do
33 p < DeleteAll(p, f|f); p « DeleteAll(p, | ff);
34 end

35 until p = pyi4; return p;

Normalization follows the same object model. Forward traversal
through field i is encoded as i, and container_of-style recovery
through the same field is encoded as | i. After concatenation, the
normalizer repeatedly cancels adjacent inverse pairs until a fixed
point is reached, since i|i, which descends through a field and
immediately recovers it, and |ii, which performs the reverse, are
semantically redundant. Algorithm 1 summarizes the memoized
chain-construction procedure. Under this normalized representa-
tion, equivalent traversals assembled from different combinations
of forward traversal and backward recovery collapse to the same
logical object before matching; the recursion terminates because the
visited set cuts off cycles and the cache expands each subproblem
at most once.
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5.2 Pairing-corpus Construction

Function names carry useful pairing evidence, but TriMatch uses
them only to build a permissive candidate corpus, not to prove an al-
loc/free match. Following prior work, we borrow two lexical signals:
paired interfaces often expose role-specific operation words [27, 28,
36], and related interfaces share a common family stem [11]. The
corpus builder therefore favors wrappers whose names preserve
the same stem while differing in alloc/free-specific tokens, leaving
object-level validation to the later symmetry-checking stage.

Wrapper-seeded local pairing. Rather than compare names glob-
ally, TriMatch starts from the bidirectional wrapper summaries of
the previous stage. The primary witness that two operations act
on the same logical object is intra-procedural aliasing between an
allocation-side exposed object and a release-side argument. For
each function body F, it keeps only pairs of summary-mapped
alloc/release callees whose exposed object and release-relevant ar-
gument connect to the same caller-local object. Let P4 (a) and Pr(r)
denote the alloc-side exposed positions and release-side consumed-
argument positions recorded for wrappers a and r. For k, € P4(a),
expy., (cq) is the caller-visible value exposed at call site ¢4, which
is the returned SSA value when k, = ret and the actual argument
rooted at the recorded out-parameter otherwise. For k, € Pr(r),
argy, (cr) is the actual argument at position kr of ¢,. With x ~f y
denoting the intra-procedural alias relation in F, the witness is

AliasWitnessg(a,r) =1 & Fcg,cr, ka, kr :
callee(cq) = a
A callee(cy) =71 1)
A kg € Pg(a) A ky € Pg(r)
A expy (ca) ~F argy (cr).

Thus wrapper names are compared only after an exposed allocation-
side object aliases a release-relevant argument in the same function

body.

Name compatibility scoring. Given a witness, TriMatch evaluates
lexical compatibility. Both names are split on underscores; pairs
with fewer than two tokens, or where one full name is a substring of
the other, are discarded as trivial variants within the same interface
family. Operation tokens are recognized by role-specific lexicons
K4 and KR (Table 1), curated from Linux kernel naming conventions
and prior paired-function mining work [27, 28, 36]; non-operation
tokens must still align by substring containment to preserve the
shared family stem. Let T'(a) and T (r) be the token sequences, m and
n their lengths, [1, m] abbreviate {1, ..., m}, and |x| the character
length of token x. We use 1[:] for the indicator function and x E y
for substring containment:

T(a) =(a1,....am),  T(r)=(ri.....rn) &)
opa(x) =1[allocEx V x € Ka],

3
OpR(y)zl[freeEy \ yEKR]' ()
For a token pair (a;,7j), the explained length w(a;, r;) is
w(aj, rj) = 1[OPA(f1i) A OPR(rj)] max(|ail, |r;l)
+ l[ﬂOpA(ai) A =opg(r;) 4)

A(aiCrjVrjC ai)] min(|a;l, |7}1).
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Table 1: Allocation-side and release-side operation keywords.

Class Alloc ops Release ops

Resource alloc, new, request,

create, reserve

free, release, destroy,
delete, del, erase

Refcount get, inc put, dec, unref,
consume

Registration register, charge unregister,
deregister, uncharge

State enable, set disable, clear

Topology join, add, map, ioremap leave, remove, unmap.
iounmap

Others apply, open, setup revert, close, exit,

finish, clean, cleanup

An operation-token match receives the longer token length, whereas
a stem match receives only the shorter shared length. For an in-
jective token matching M C [1,m] x [1, n], let U4 (M) and Ur(M)
denote the unmatched token indices on the two sides. The normal-
ization term counts the total token length, charging each matched
pair by the longer spelling and each unmatched token by its own
length:

Norm(M) = Z max(|a;l, |rj]) + Z |a;]

(i,j)eM ieUs (M) (5)
+ ) Il
j€UR(M)
i vem w(ai,rj
Score(M) = Z(”)EM—(IJ) )

Norm(M)

The resulting score is the explained-length ratio. A name pair is
accepted only if every token of the shorter name participates in the
matching and the score exceeds the implementation threshold:

NamePair(a,r) =1 & mn=2 AN alZr
ArZa A dM:

M| = min(m, n)

(7)
A Score(M) > Thame-

To assess how name filtering affects corpus quality and bug de-
tection, we sweep Tname over [0, 1] with a step size of 0.1, with
M constructed by a left-to-right greedy scan. Thresholds 0.6, 0.7,
and 0.8 retain 2,982, 2,761, and 2,539 inferred pairs and produce
63, 64, and 76 Mismatch reports, respectively. Manual validation
confirms that the report-count differences are all false positives
and that the validated bug set remains unchanged. We therefore set
Tname = 0.70, balancing corpus filtering and false-positive control
without sacrificing recall.

Corpus completion and normalization. Each accepted wrapper
pair becomes a candidate (a, r) in the seed corpus. TriMatch then
applies three lightweight, recall-oriented expansions: propagation
across naming variants with an optional double-underscore prefix,
enumeration of release-name variants obtained by replacing the
matched release token with other release keywords, and union with
a small primitive API knowledge base such as kmalloc/kfree and

Guan et al.
vmalloc/vfree. The seed and final corpora are
Co ={(a,r) | IF : AliasWitnessp(a,r) =1
8
A NamePair(a,r) = 1}, ®
C =Cp U PrefixExpand(Cp) ©)
9

U KeywordExpand(Cp) U Capr,

5.3 3D Object-Aware Symmetry Checking

A pairing-corpus entry is only a permissive hypothesis. Because
the corpus is built from wrapper summaries, local alias witnesses,
and lexical evidence, custom alloc/free counterparts with no usable
naming or wrapper cues may never enter it. A normalized access
path can identify a logical object, but it does not establish that the
resource is released by a compatible cleanup function, on every re-
quired branch, and only once. The final stage therefore asks whether,
under the concrete path context of the observed call sites, the release
behavior remains symmetric to the allocation for that same object.
We model this symmetry in three dimensions, namely depth com-
patibility between allocation and release wrapper chains, horizontal
coverage across comparable post-allocation branches, and vertical
uniqueness along each execution path. For one allocation call site ¢,
and one normalized object access path o, the analyzer maintains an
allocation-chain set A, (cq), the reachable release calls with their
release-chain witnesses, and the post-allocation branch partition
induced by the surrounding error checks. A candidate is accepted
only if it passes all three checks:

Match(cg, 0) = D(cq,0) A H(cg,0) A V(cg,0). (10)

Failure of D yields a mismatch report. Failure of H yields a lack
report, and failure of V yields an overlap report.

Depth matching across wrapper chains. The first dimension vali-
dates alloc/free compatibility across wrapper layers. Starting from
cq, TriMatch expands all allocation chains keyed by normalized
access path, directly for primitive allocators or recursively through
allocation summaries for wrappers, then scans the reachable code
region after ¢, under the same intra-procedural alias context. Every
release call or wrapper whose argument connects to the allocated
object produces a release-chain set; a release candidate is retained
only when its access path agrees with an allocation path, meaning
both chains reach the same logical object after normalization.

The core test is a suffix-style comparison from the chain base
outward. For witnesses y, € Ay(cq) and y» € Ry(cr) at release
call site ¢,, TriMatch first checks compatibility between the re-
lease family at the base of y, and the allocator at the base of y,.
It then continues outward through both chains, discharging each
pairing-relevant alloc-side wrapper with a recognized release-side
counterpart while skipping intermediate wrappers with no pairing
role. This depth predicate can be written as

D(cg,0) =1 & Fer,Ya¥r ¢ Ya € Aolca)
A yr € Ro(er) (11)
A Compat(yg yr) =1

where Compat is the implementation-level realization of this com-
parison. The rule is intentionally permissive in two ways. First,
multiple alloc-side layers may be consumed by one release-side



TriMatch: Detecting Linux Kernel Memory Bugs with 3D Object-Aware Symmetry Checking

static struct field_var xcreate_field_var(...)

1
2 {

3 struct hist_field *val = parse_atom(...);
4 struct field_var xfield_var;

J

6 if (IS_ERR(val))
7 return ERR_PTR(PTR_ERR(val));

9 field_var = kzalloc(sizeof(xfield_var), GFP_KERNEL);
10 if (!field_var) {

11 kfree(val); // should be destroy_hist_field(val)
12 return ERR_PTR(-ENOMEM) ;

13}

15 field_var->val = val;
16 return field_var;

Figure 7: Simplified depth-mismatch example from create_
field_var().

chain when an outer alloc wrapper only forwards to another alloca-
tor, so the scan need not force a distinct cleanup wrapper per layer.
Second, when the scan has already consumed the lower pairing-
relevant layers, TriMatch still accepts a single remaining outermost
alloc wrapper, since a wrapper may fail before finishing initializa-
tion and cleanup may legitimately proceed through a next-layer
wrapper or through lower-level steps that discharge only the initial-
ized portion. Outside these exceptions, a depth mismatch is reported
whenever a pairing-relevant alloc-side layer is left unconsumed.

Figure 7 shows the representative bug behind this depth check.
The object in val is allocated through the wrapper chain parse_
atom — create_alias — create_hist_field — kzalloc. When the
later allocation of field_var fails, the error path releases val with
a direct kfree(val), which reaches the correct base free family but
skips the destructor layer required by create_hist_field, namely
destroy_hist_field or __destroy_hist_field. As Figure 8 shows, the
cleanup chain must discharge this pairing-relevant layer before
reaching the base kfree; intermediate wrappers like create_alias
may be skipped, but leaving create_hist_field unconsumed is a
depth mismatch. Conversely, this outward matching establishes
non-obvious pairings such as parse_atom() and destroy_hist_field(),
because TriMatch validates structural consumption of inner layers
rather than relying on surface names and can thus safely recognize
these outer functions as genuine counterparts once their underlying
obligations are discharged.

Depth matching also suppresses conflations that would other-
wise pollute later reasoning. If the tracked value becomes aliased
with a fresh allocation later in the same region, the scanner stops
and records a reinitialization boundary instead of mixing two life-
times. If both matched and mismatched release candidates exist,
TriMatch suppresses the mismatch when a depth-matched release
already appears on a sibling branch guarded by the same condi-
tion, or in an earlier or later release along the same branch seg-
ment—cases that usually reflect branch-specific choices or alias
imprecision.

Horizontal matching across post-allocation branches. The second
dimension checks that the cleanup obligation for the same logical
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create_hist_field :_destroy_h ist_field
Required cleanup chain  ------mmmrmmmeeeeaect

kzalloc kfree

Figure 8: Multi-layer depth matching for parse_atom().

ReleaseChain

Base cleanup API

object is handled consistently across the post-allocation branches
after c,. After depth matching identifies which release candidates
truly discharge o, TriMatch asks whether every path that still carries
the cleanup duty for o either releases it or transfers that obligation
elsewhere.

Formally, horizontal consistency requires branches in B, *(c,)
to either release o or reach a proved exemption point:

H(cg,0)=1 < Vbe qu(ca) :

(12)
Freed, (b) V Exempt, ()

where B} 4(c,) is the set of post-allocation branches for o whose
local behavior must still discharge the cleanup duty created at c,.
A branch b belongs to this set when it is an error-handling or
early-exit path in a region where some other path releases o before
leaving, and the releasing path serves only as a witness that the
duty is still live in the region. This covers both multiple later failure
paths that inherit the cleanup obligation and a normal continuation
that eventually releases o while an error-handling path does not.

The exemption predicate is effect-based. A branch is exempt
when the duty for o is provably transferred, deferred, discharged
elsewhere, or rendered unnecessary by non-returning termination.
Signals include publishing o through a caller-visible location, re-
turning or delegating the object, installing callback-based cleanup,
or non-returning termination such as panic. A monotone disappear-
ance of local frees after a later post-allocation check is also treated
as an ownership-transition boundary by default.

The horizontal dimension also extends interprocedurally in re-
stricted form. When a function propagates the cleanup duty through
its return value or a pointer argument, TriMatch checks whether
its callers discharge that duty on comparable branches of their
own. A lack report therefore indicates the joint absence of a proved
ownership handoff and of any reliable caller-side discharge of the
outstanding obligation.

Vertical matching along a single path. The third dimension checks
for repeated cleanup along one execution path. For each access path
o, TriMatch orders the release calls that may co-execute and asks
whether a later release can be reached before intervening overwrite
evidence has discharged the earlier one. It tracks three post-release
evidence states based on subsequent variable assignments, denoted
S0, S1, and S2 for no overwrite, field overwrite, and root-pointer
overwrite respectively, as illustrated in Figure 9. A later field-based
release is reportable only from S0; a direct-pointer release remains
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release S$1
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Double Free

Figure 9: Double-free reportability under overwrite evidence.

reportable from SO and S1 but is discharged once the state reaches
S2.

Formally, the vertical condition is

V(cg,0) =1 & V¢ < crp: —CoExec(cr1, cr2)

V Overwritteng (¢r1, ¢r2) (13)
where CoExec denotes that the two releases may both execute in
order along one feasible path, and Overwritten, denotes that inter-
vening effects discharge the earlier release before the later one; V
holds only when every co-executable release pair is separated by
such evidence. Together, these dimensions convert permissive pair-
ing hypotheses into proof-oriented decisions. By maintaining the
normalized access path, wrapper chains, and path context through-
out, TriMatch generates precise reports explaining exactly which
object, under which path context, violates the symmetry require-
ments.

6 Implementation

We implement TriMatch as an LLVM-based prototype comprising
4.9 KLoC of C++ code, organized as a pipeline of LLVM passes
for call-graph construction, field-sensitive alias analysis, error-
handling path identification, construction of wrapper summaries,
inference of wrapper pairs, and symmetry bug checking. We reuse
IMMT’s [23] multi-layer call-graph and field-sensitive alias infras-
tructure and build on Crix’s [29] security-check analysis to identify
post-allocation error-handling paths. Below we detail the decisions
that matter most for precision and scalability.

Error-handling path identification. TriMatch extends Crix’s back-
ward data-flow propagation from error codes to security checks
with forward reasoning, because some error paths do not preserve
the original error value along the whole chain and instead jump to
a later location that returns a fixed error code. TriMatch therefore
infers whether a condition may lead to an error return and then
identifies the error-handling path through control-flow jumps.

Wrapper-summary construction. TriMatch builds alloc-side and
release-side summaries by recursively checking whether the tracked
object propagates to outer layers. For release wrappers, construc-
tion stops when the function contains an alloc wrapper or a free
that belongs only to an error-handling path. Because release sum-
maries depend on alloc summaries, alloc wrappers cannot use the
same stopping rule; we instead impose stricter constraints when
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Table 2: Categorization of 115 new bugs by 3D dimension.

Dimension  Violation Pattern Manifested Symptom Count
Horizontal = Lack of release Memory leak 94
Depth Wrapper mismatch ~ Alloc/free misuse 8
Wrapper mismatch ~ Memory leak (cross-layer) 2
Vertical Overlap release Double free 9
Overlap release Use-after-free
Overlap release Null-pointer dereference 1

the allocated object is exposed through parameters. Specifically, the
alloc operation must not appear inside an if condition, since kernel
code checks for failure before the normal path and an in-condition
allocation suggests conditional or partial initialization rather than
a stable interface, and no more than one parameter may receive the
object, since multiple recipients usually reflect imprecise aliasing
rather than a clear wrapper boundary.

Bug reporting. Each allocation report identifies the logical re-
source, by normalized object path, that is mismatched, missing, or
repeatedly released on an error-handling path. Mismatch and lack
reports also list the expected release functions from the pairing cor-
pus to aid patch development, and all reports include the allocation
and release instructions, source locations, and wrapper call chains
for direct inspection.

7 Evaluation

Experiments run on a KVM-based x86-64 virtual machine with
32 CPUs, 256 GB of memory, and one NUMA node. We evaluate
TriMatch on Linux 6.13-rc1 (commit b8f52214c61a), compiling the
target kernel to LLVM IR with -O0 and running the analysis on the
resulting bitcode. The evaluation addresses the following questions:

e RQ1: How effective is TriMatch at discovering security-
relevant memory bugs in the Linux kernel?

e RQ2: What are the precision and recall of TriMatch?

e RQ3: How much does each core design choice contribute to
TriMatch’s overall effectiveness?

e RQ4: How do TriMatch and state-of-the-art static tools com-
plement each other on their respective validated bug sets?

e RQ5: What is the performance overhead of TriMatch when
performing full-kernel analysis, and how scalable is it?

7.1 RQ1: Bug Detection Effectiveness

We manually analyzed all reports and found 145 to be real bugs, of
which 115 were previously unknown. All 115 have been reported
to the kernel community with developed and tested patches. To
date, 80 fixes have been merged into mainline, 75 of which are
also backported to LTS branches; 14 bugs have been confirmed by
maintainers, and 21 remain under review. Additionally, 42 CVE IDs
have been assigned to the reported bugs.

3D symmetry categorization. Table 2 categorizes the 115 new
bugs by dimension. Horizontal violations, a lack of cleanup on er-
ror paths, account for 94 memory leaks and form the dominant
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1 static ssize_t do_rbd_add(...) {

2 rc = device_add_disk(&rbd_dev->dev, rbd_dev->disk, NULL);
3 if (rc)

4 goto err_out_cleanup_disk;

J

6 err_out_cleanup_disk:

7 rbd_free_disk(rbd_dev); // 1st release: frees rbd_dev->disk
8 err_out_image_lock:

9 rbd_dev_device_release(rbd_dev); // 2nd release (fallthrough)

10 3}

11

12 static void rbd_dev_device_release(struct device *dev) {

13 rbd_free_disk(rbd_dev); // repeated release -> NULL-ptr deref
14 3}

Figure 10: Premature release in do_rbd_add() causing a Verti-
cal symmetry violation and a null-pointer dereference.

category that leads to progressive memory exhaustion. Depth vio-
lations contribute 10 findings where allocation and release wrapper
chains belong to incompatible families, such as vzalloc freed via
bitmap_free in Figure 2, causing heap corruption. Vertical viola-
tions contribute 11 findings from repeated or premature releases,
comprising 9 double frees, 1 use-after-free, and 1 null-pointer deref-
erence. For example, in Figure 10, when device_add_disk() fails in
do_rbd_add(), the error path calls rbd_free_disk() and then falls
through to rbd_dev_device_release(), which frees the disk a second
time, invalidating block-queue state and triggering the null-pointer
dereference.

Code distribution. Figure 11a shows the distribution across sub-
system families. Networking is the largest bucket with 39 bugs,
followed by scsi with 16 and fs with 15; staging and media con-
tribute 8 each, gpu 7, usb and infiniband 4 each, core kernel code 1,
and the residual other category 13. Alloc/free asymmetry thus re-
curs across networking, storage, filesystem, device, and core-kernel
code rather than being confined to any single programming style.

Bug lifetime. Figure 11b shows how long the bugs survived before
TriMatch found them: only 8 bugs are younger than two years, 44
remained for 2-5 years, 34 for 5-10 years, and 29 persisted for at
least a decade, including 15 for 10-15 years, 9 for 15-20 years, and
5 for more than 20 years. These are long-lived symmetry violations
that can hide in uncommon error-handling paths and deep wrapper
layers across many release cycles, not short-lived development
mistakes.

7.2 RQ2: Practical Precision and Recall

Overall precision. Two authors independently reviewed every
report against the Linux source. A report was a genuine bug if the
flagged asymmetry was an unhandled cleanup obligation or im-
proper deallocation. A missing local release, however, may reflect a
broader resource lifecycle rather than a bug, most commonly when
the object or a derived pointer is published through a caller-visible
location such as a linked list, subsystem registry, or asynchronous
callback. We treat such publication as evidence of ownership hand-
off only when it is not rolled back before the path exits. This cri-
terion confirms 75 ownership transfers. In another 13 reports, the
reviewers could not conclusively determine whether ownership had
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been transferred; under our precision-oriented policy, we conserva-
tively attributed them to ownership transfer and counted them as
false positives. These 88 reports are included among the 319 false
positives rather than the 145 real bugs, with all 464 reports retained
in the denominator. The resulting precision is 31.3%, with a false
discovery rate of 68.8%. This is practical for an expert-assisted ana-
lyzer, since TriMatch provides allocation sites, normalized access
paths, and complete call chains to support rapid triage.

Root causes of false positives. We categorize the 319 false positives
into four primary technical causes:

¢ Lifecycle recognition (126 cases, 39.5%): TriMatch may
expect local cleanup even when a resource is governed by a
broader lifecycle. This category includes the 88 reports that
we conservatively classified as false positives for ownership-
transfer reasons. Of the remaining 38 reports, 28 follow allo-
cation failures with no live object to release, 5 rely on callee-
side cleanup after failure, and 5 involve reference-counting
distinctions, intentional retention, or other lifecycle-specific
semantics.

e Alias imprecision (76 cases, 23.8%): Because our alias

analysis is flow- and array-index-insensitive, TriMatch may

merge values separated by later updates or conflate distinct
array elements as the same logical object.

Error-path recognition (61 cases, 19.1%): TriMatch may

misidentify cleanup behavior across error-handling paths

or combine paths that cannot execute together. This causes

37 reports on misidentified error-handling paths and 24 on

mutually exclusive or unreachable paths.

e Incorrect wrapper pairing (56 cases, 17.6%): These arise
when TriMatch establishes an incorrect allocation-to-release
correspondence across wrappers. Complex control flow or
long call chains that keep the true counterpart out of the cor-
pus can shift the inferred symmetry boundary, so TriMatch
may pass an unrelated match to the 3D checks or flag a valid
match as a mismatch.

Recall analysis. Since no ground-truth bug benchmark exists
for the full kernel, we measure recall on a CVE replay benchmark
built from CVE-confirmed memory bugs published after 6.13-rc1
whose affected version ranges still cover this snapshot, ensuring
every bug was present in the analyzed code. We first excluded CVEs
whose root cause depends on runtime dynamic behavior beyond
static analysis, such as concurrency races or data-dependent branch
conditions; keeping only the remaining bugs that match TriMatch’s
three-dimensional detection scope left 55 bugs, of which TriMatch
detected 27, for a recall lower bound of 49.1%. We root-caused the
28 missed bugs into five categories:

o Absent local allocation site. This accounts for 35.7% of the
missed bugs. In 8 of the 10 cases, the function under analysis
contains no allocation of the object at all; the resource is
allocated by a caller or obtained from elsewhere, such as
dequeued from a list or received through the network stack,
so no alloc/free candidate is formed within the analyzed
scope. In the remaining 2 cases, the allocator exists locally
but is hidden behind an indirect call or is an unrecognized
map-style allocation.
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Figure 11: Characterization of the 115 newly discovered bugs.

e Error-path recognition. This accounts for 21.4% of the
missed bugs, where the cleanup bug sits in a branch outside
the recognized error-handling patterns, such as direct re-
turns with non-negative values, failure paths defined inside
macros, or switch branches.

e Conservative ownership-transfer classification. This
accounts for 17.9% of the missed bugs, where the resource
was conservatively judged as handed off to a caller-visible
location under our precision-oriented criterion, although the
subsequent code never discharged the cleanup obligation.

o Alias imprecision. This accounts for 17.9% of the missed
bugs, caused by cross-function aliasing and the inability to
distinguish different array indices.

o Release-pairing precision. This accounts for 7.1% of the
missed bugs, in which TriMatch could not distinguish se-
mantically different variants of the same release function,
such as kfree and kfree_sensitive. The appropriate variant
depends on the context of the allocation, and the pairing
treats them coarsely as equivalent.

Four of these categories stem from imprecision in allocation, error-
path, and pairing recognition, while the ownership-transfer cate-
gory reflects the deliberate precision/recall trade-off of our conser-
vative criterion.

7.3 RQ3: Effectiveness of Core Design Choices

We evaluate each core design choice by (i) validating the recall
of the container_of recognizer and (ii) measuring the impact of
removing individual components from the full system.

Recall of container_of recognition. The bidirectional tracking in
TriMatch relies on correctly identifying container_of patterns in
LLVM IR. To quantify the recognizer, we wrote a script that identi-
fies every container_of use point, including those reached through
wrapper macros. We treat the resulting set as the kernel-wide can-
didate set over Linux 6.13-rc1. Across 100 randomly sampled C
files, we manually identified 452 valid use cases, of which TriMatch
recognized 407, for a recall of 90.0% (407/452). We manually in-
spected all 407 recognized cases and confirmed each as valid, with

no false positives in this sample. Kernel-wide, the recognizer identi-
fies 64,194 of 68,784 use points, corresponding to a recognition rate
of 93.3%. We categorized the 45 missed use points in the manually
validated sample into four causes:

e Void types. This accounts for 42.2% of the missed use points,
where the pointer passed to container_of has void type, de-
feating the syntactic type constraints of the pattern.

e Backtracking through array offsets. This accounts for
35.6% of the missed use points, where the backtracking first
traverses an array index whose IR offset is non-constant,
preventing the fixed-offset validation from resolving the
enclosing object.

e Multi-level nested structures. This accounts for 17.8%
of the missed use points, where the object is recovered by
backtracking through multiple nested struct levels.

e Uncompiled code. This accounts for 4.4% of the missed use
points, where the use point lies in code that is not compiled
in the analyzed configuration and is therefore absent from
the bitcode.

These results show that syntactic GEP constraints and DataLayout-
based offset validation accurately distinguish backward object re-
covery from ordinary field access in the inspected sample. The
remaining misses arise when type or offset information is unavail-
able, recovery spans multiple nested structures, or the relevant code
is absent from the analyzed bitcode.

Ablation study. Table 3 reports the effect of removing individual
design choices from the full TriMatch configuration. Because abso-
lute recall is unavailable on Linux, we report relative recall against
the 145 real bugs found by the full configuration. The Horizontal
and Vertical dimensions remain active in all configurations unless
stated otherwise.

o Allocation-wrapper filtering. Removing it inflates reports
from 464 to 669 and drops relative recall to 95.9%, because
spurious allocation wrappers enter the candidate corpus and
a misidentified later allocation for the same object prema-
turely terminates the analysis of the earlier one, hiding the
missing cleanup.
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Table 3: Ablation study: effect of removing individual design
choices.

Config. Reports Real Prec.(%) Rel. recall (%)
Full TriMatch 464 145 31.3 100.0
w/o wrapper filtering 669 139 20.8 95.9
Ww/0 corpus expansion 545 134 24.6 92.4
w/o back. sum. 428 132 30.8 91.0
w/o multi-pair 3151 109 3.5 75.2
w/o back. sum. & multi-pair 2747 108 3.9 74.5

1 static tx_desc *lsix_dma_prep_dma_cyclic(...) {

2 struct lsix_dma_desc *desc = ls1x_dma_alloc_desc();

3 if (!desc)

4 return NULL;

5

6 sgl = kmalloc_array(...);

if (!sgl)

8 return NULL; // missing ls1x_dma_free_desc(&desc->vd)

~

10 if (Isix_dma_prep_11i(...)) {

11 1s1x_dma_free_desc(&desc->vd);

12 return NULL;

13 3}

14 e

15 3}

16

17 static struct lsix_dma_desc *1s1x_dma_alloc_desc(void) {
18 return kzalloc(sizeof(struct lsix_dma_desc), ...);

19 3}

20

21 static void 1s1x_dma_free_desc(struct virt_dma_desc *vd) {
22 struct 1lsix_dma_desc *desc = to_ls1x_dma_desc(vd);

23 kfree(desc);

24 3}

Figure 12: Simplified memory leak in Is1x_dma_prep_dma_
cyclic() that requires both backward summaries and multi-
layer pairing to detect.

e Pairing corpus expansion. Removing it increases reports
from 464 to 545 and lowers real bugs from 145 to 134, cutting
precision from 31.3% to 24.6% and relative recall to 92.4%. The
simultaneous drop in both metrics shows that the additional
valid pairings benefit precision and recall alike.

o Bidirectional summaries. Removing backward summaries
lowers real bugs from 145 to 132, with reports changing only
slightly from 464 to 428, for a relative recall of 91.0%. In Fig-
ure 12, desc is allocated at line 2 but the only release witness
isIs1x_dma_free_desc(&desc->vd) at line 11, which recovers
desc from vd and calls kfree(desc); without this backward
recovery step, TriMatch cannot connect the cleanup to the
allocation and misses that the failure branch at lines 7-8
should also free desc.

e Multi-layer pairing. Removing it increases reports from
464 to 3151 and lowers real bugs from 145 to 109, reducing
precision from 31.3% to 3.5% and relative recall to 75.2%.
In the same example, the allocated value is desc while the
free-side argument is &desc->vd, which do not directly
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Table 4: Baseline coverage of validated TriMatch findings.

Reference Baseline reports Reference bugs
Baseline real bugs  matching reference  not matched
IMMI 145 12 133
APISpecGen 145 1 144
Knighter 145 0 145

alias; multi-layer pairing combines summary and call-chain
information to recover the object-level link to the even-
tual kfree(desc). Without it, TriMatch again misses that the
kmalloc_array() failure branch should free desc, and the re-
sulting mispairing produces an approximately 9.5-fold surge
in false positives, showing that multi-layer pairing is essen-
tial for precision, not only for recall.
¢ Joint removal of backward summaries and multi-layer
pairing. Removing both together yields 2747 reports and
108 real bugs with a relative recall of 74.5%, nearly identical
to removing multi-layer pairing alone. On the recall side, the
joint removal loses only one more real bug than removing
multi-layer pairing alone, confirming that once multi-layer
pairing is gone, most of the object-level benefit of backward
summaries is already lost, and their remaining value lies
mainly in building more complete release wrappers. On the
report side, the counts show a clear asymmetry: removing
backward summaries alone from Full TriMatch trims just 36
reports, whereas once multi-layer pairing is already removed
it trims back 404 reports. This asymmetry further highlights
the role of multi-layer pairing in suppressing false positives.
Residual recall. The residual recall is supported by two im-
provements retained in the ablated configurations: enhanced
error-handling path identification and stronger Horizontal
and Vertical symmetry checks. Since these components un-
derpin multiple aspects of the analysis, their individual con-
tributions are difficult to isolate through ablation of a single
stage.

7.4 RQ4: Comparison with Existing Tools

To assess complementary coverage, we evaluate three state-of-the-
art tools: IMMI [23] (summary-based), APISpecGen [22] (pairing-
based), and Knighter [38] (LLM-generated checkers). Table 4 and
Table 5 separate the comparison into two directions. First, each
baseline runs on TriMatch’s Linux 6.13-rc1 version, using the 145
manually validated bugs from TriMatch’s reports as the reference
set. Second, TriMatch runs on each baseline’s evaluation version,
using that baseline’s manually validated real bugs as the reference
set. In both directions, we manually count a report as a match only
when it corresponds to a reference bug in both location and root
cause.

How well the three tools detect our bugs. To understand why the
baselines detect so few of TriMatch’s validated bugs (Table 4), we
examine each tool in turn.

o IMMI. IMMI detects inconsistencies between callers’ and
callees’ memory-management intentions from on-demand
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Table 5: TriMatch coverage of baseline-validated findings.

Reference  TriMatch reports Reference bugs
Baseline real bugs  matching reference not matched by TriMatch
IMMI 80 11 69
APISpecGen 100 1 99
Knighter 92 0 92

summaries, yet detects only 12 of our bugs. Three reasons
explain this. Its summary representation lacks backward
structure recovery, so it loses track of objects undergoing
such transitions. Its data-flow-based check of whether an
allocation is canceled by a free cannot capture pairing mis-
matches where the surface data flow holds but the cleanup
semantics do not. And its intraprocedural reasoning relies
exclusively on symmetry among error-handling branches,
ignoring the normal exit path that serves as a baseline for
comparison.

o APISpecGen. APISpecGen propagates seed APIs through
interprocedural call chains to identify paired functions, but
found only 1 of our bugs. This limited coverage stems from
its function-level pairing, which does not validate opera-
tions against specific nested resources, allowing surface-level
matches to hide deeper semantic mismatches.

o Knighter. Knighter learns patterns from historical patches
and synthesizes static checkers, but found none of our bugs.
Such patterns may miss unknown or underrepresented vul-
nerabilities, while LLMs struggle with cross-call resource
lifetimes and the control-flow reasoning needed for checker
synthesis.

How well TriMatch detects the three tools’ bugs. TriMatch matches
11 of IMMIs 80 reference bugs and 1 of APISpecGen’s 100, but none
of Knighter’s 92 (Table 5). Beyond the false negatives quantified
in subsection 7.2, this gap reflects three factors. First, some refer-
ence bugs lack a comparable witness path, so no post-allocation
branch provides a release witness and the Horizontal check cannot
establish a baseline expectation. Second, some bugs are defects
in the implementation of an API itself rather than misuse of an
alloc/free API, which falls outside TriMatch’s model. Third, others
span multi-level call chains that TriMatch does not traverse when
linking an allocation to its release.

Complementary bug models. The limited overlap reflects differ-
ences in the violations modeled by these tools. TriMatch targets
3D object-aware alloc/free asymmetry, whereas the baselines fo-
cus on memory-management intentions, inferred API pairings, or
patch-derived bug patterns. Conversely, some baseline findings
lack the witness paths or alloc/free structure required by TriMatch.
The tools therefore provide complementary coverage rather than
redundant implementations of the same bug model.

7.5 RQ5: Full-Kernel Analysis Scalability

Table 6 breaks down the analysis time. TriMatch completes the
full-kernel analysis in 1 hour and 41 minutes, with symmetry bug
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Table 6: Time cost of TriMatch.

Stage Time (s)  Share (%)
Load 99 1.6
Call graph building 278 4.6
Error-handling path identification 123 2.0
Summary construction and function-pair infer- 342 5.6
ence

Symmetry bug detection 5214 86.1
Total 6056 100.0

detection dominating at 86.1% of the total, since the depth, horizon-
tal, and vertical checks for each candidate require call-graph traver-
sal and control-flow analysis. Call-graph building, error-handling
path identification, and summary construction together account
for about 12.3%. The total cost is reasonable given the comprehen-
siveness and accuracy of the analysis.

8 Discussion

Generalizing to other resource pairs. TriMatch targets alloc/free
asymmetry, but the same 3D object-aware symmetry checking
could extend to other bug types with similar symmetry properties,
such as lock/unlock mismatches; adapting the core techniques to
these domains is future work.

Limitation: context-specific pairing. TriMatch treats any estab-
lished pairing as valid, but some allocation functions have multiple
legitimate release counterparts depending on context. For instance,
kzalloc can be paired with either kfree or kfree_sensitive; while
kfree is correct in most cases, memory holding cryptographic keys
or other sensitive data requires kfree_sensitive to erase the con-
tents before deallocation. TriMatch currently over-approximates
this relationship and does not analyze data semantics to enforce
the stricter counterpart, an important direction for future work.

9 Related Work

Function pairing and specification inference. Previous work has
shown that pairing- or specification-based reasoning is a practi-
cal way to avoid full object-lifetime tracking on large code bases.
Early paired-function mining relied mainly on lexical or co-usage
evidence [27, 28]. Later systems improved this direction through
seeded pair harvesting [3], error-handling-aware pairing [36], patch-
derived post-handling rules [21], and bidirectional specification
propagation across API hierarchies [22]. Differential inconsistency
checking has also been used to detect security bugs by comparing
structurally similar paths [24]. These techniques are effective at
inferring likely cleanup counterparts or post-handling obligations,
but they stop at candidate generation or rule inference. They do
not answer the question we target here: whether the release-side
wrapper chain is actually symmetric to the alloc-side chain for the
same logical object.

Kernel memory bug detection. Another line of work designs bug-
specific abstractions for kernel memory and lifetime errors. K-
MELD uses ownership reasoning to detect leaks in specialized mod-
ules [7]. Goshawk introduces object-centric memory-operation
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summaries to improve scalability for custom memory manage-
ment [30]. IMMI detects bugs through inconsistencies in inferred
memory-management intentions rather than direct whole-program
tracking [23]. IncreLux incrementally detects UBI bugs after kernel
updates [42]. UAFX extends static reasoning to cross-entry UAFs
with dedicated alias analysis and validation constraints [44]. Sys-
tematic static analysis has also been used to target error-handling
bugs through cross-control-flow taint reasoning [43]. Compared
with these systems, TriMatch is not built around one specific bug
oracle such as leak, intention inconsistency, incremental UBI detec-
tion, error-handling misuse, or cross-entry UAF. Instead, it focuses
on validating object-level alloc/free symmetry itself, combining
wrapper-aware pairing with bidirectional summaries and check-
ing the resulting allocation and release behavior along the depth,
horizontal, and vertical dimensions.

LLM-assisted bug detection and program analysis. Recent work
has explored LLMs for vulnerability discovery in large systems.
One line of research uses LLMs to assist fuzzing (KernelGPT [39])
or to mine bug patterns from historical fixes (BUGSTONE [37]).
Another line integrates LLMs into static analysis: LLift [18] targets
UBI bugs, BugLens [19] reduces false positives in taint analysis, and
LAMeD [33] generates function-level memory leak annotations.
Most relevant is KNighter [38], which synthesizes checkers from
historical patches, yet our evaluation shows it finds none of the
validated findings reported by TriMatch. Vul-RAG [6] augments
LLM detection with retrieved knowledge, and VulnLLMEval [45]
provides a benchmark of 307 real kernel vulnerabilities. These ap-
proaches share a common limitation: they lack precise, object-level
tracking of resources across container_of transformations, wrap-
per chains, and nested fields, the core requirement for validating
alloc/free symmetry in the Linux kernel, which TriMatch addresses.

10 Conclusion

In this paper, we presented TriMatch, an LLVM-based static ana-
lyzer that detects Linux kernel memory bugs through 3D object-
aware symmetry checking over bidirectional memory-operation
summaries and wrapper-aware pairing. Our evaluation on Linux
6.13-rc1 shows that TriMatch scales to whole-kernel analysis, com-
pleting in 1 hour and 41 minutes while finding 145 real bugs, in-
cluding 115 previously unknown ones. All 115 previously unknown
bugs have been reported; 80 fixes have been merged into mainline,
14 bugs have been confirmed by maintainers, and 21 remain un-
der review. 42 CVE IDs have been assigned to the reported bugs.
The ablation results further show that backward summaries and
multi-layer pairing are both important to effectiveness, while the
version-specific baseline comparison provides evidence of com-
plementary coverage between TriMatch and existing approaches.
Overall, these results show that 3D object-aware symmetry check-
ing is an effective and practical direction for large-scale kernel
memory-bug detection.
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A Open Science

To support transparency and reproducibility, we provide the ar-
tifacts needed to evaluate the core contributions of TriMatch at
https://doi.org/10.5281/zenodo.22744046.

The review artifact includes:

e The TriMatch analyzer source code.

o List of disclosed bugs.

e The complete C API seed corpus, role-specific keyword lexi-
cons, their curation methodology, and the pairings inferred
by TriMatch.

B Ethical Considerations

Our work aims to improve Linux kernel security by detecting
memory-management bugs in publicly available source code. The
main beneficiaries are kernel developers, downstream distributors,
and end users, who may benefit from earlier detection and remedi-
ation of long-lived bugs.

This work is dual use: the same analysis that helps defenders
may also expose vulnerabilities before they are fixed. We there-
fore rigidly follow responsible disclosure. For all 115 previously
unknown bugs, we actively assist the community by developing,
testing, and submitting a corresponding patch through the estab-
lished Linux kernel channels. To date, 80 fixes have been merged
into mainline, 14 bugs have been confirmed by maintainers, and
21 remain under review. 42 CVE IDs have been assigned to the
reported bugs. Furthermore, our work focuses strictly on static
bug detection and patch development; it does not involve gener-
ating, utilizing, or releasing any exploits. We do not publicly dis-
close bug details in ways inconsistent with responsible disclosure
principles. Sensitive details of unfixed bugs remain confidential
before maintainer review. The CVE assignments followed standard
vulnerability-reporting procedures after the corresponding patches
were accepted and merged.

This work does not involve human participants, personal data,
or private user traces. Our analysis uses public Linux kernel source
code, public patch history, and artifacts generated by our own
experiments.

C Generative Al Usage

We used generative Al tools to assist in refining some content and
making limited language edits. All Al-assisted content was critically
reviewed, revised, and verified by the authors. The authors take full
responsibility for the accuracy, originality, and integrity of the final
manuscript. All factual claims, citations, and experimental results
were checked by the authors.

CCS *26, November 15-19, 2026, The Hague, Netherlands.

Table 7: Assigned CVEs and associated buggy functions. Func-
tions sharing one CVE ID are separated by commas.

Buggy function

Type

CVEID

ieee80211_register_hw
otx2_init_hw_resources

itd_submit (fotg210-hcd.c), itd_submit
(ehci-sched.c), sitd_submit
(ehci-sched.c)
hws_bwc_matcher_move
xfs_dqinode_metadir_create
helper_firmware_cb
create_queues_with_size_backoff
proc_sys_call_handler
qed_cxt_tables_alloc
otx2_sq_aura_pool_init, otx2_rq_aura_
pool_init

rvu_rep_rsrc_init
meson_crypto_probe

do_rbd_add

xhci_disable_slot
pqi_report_phys_luns
ath11k_mac_setup_bcen_tmpl mbssid
starfive_aes_aead_do_one_req
amdgpu_acpi_enumerate_xcc
amdgpu_gmc_get_nps_memranges
amdgpu_ras_init

setup_nic_devices
dw_i3c_master_i2c_xfers
mlx5_ib_handler MLX5_IB_
METHOD_GET_DATA_DIRECT _
SYSFS_PATH

raidl_run
mtd_parser_tplink_safeloader_parse
ice_set_ringparam
octep_device_setup
mt76_connac_mcu_sta_ba, mt76_
connac_mcu_add_key, mt7915_mcu_
add_sta, mt7925_mcu_add_key
wbrf record

unittest_data_add

ni_usb_init

svs_enable_debug_write
mpfs_sys_controller_probe
ext4_ext_shift_extents

nfs4 ff alloc_deviceid node
smb3_reconfigure

get_file_all_info
__tegra_channel_try_format
qla2xxx_process_purls_iocb
mt7615_mcu_wtbl_sta_add
wave5_vpu_open_dec, wave5_vpu_
open_enc

bm_register_write

Memory-leak
Memory-leak
Memory-leak

Memory-leak
Memory-leak
Memory-leak
Memory-leak
Misuse
Double-free
Memory-leak /
Double-free
Double-free
UAF

NPD
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Misuse
Memory-leak
Memory-leak
Memory-leak
Memory-leak

Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak

Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Memory-leak
Misuse

Memory-leak
Memory-leak

Misuse

CVE-2026-72004
CVE-2026-72023
CVE-2026-64348

CVE-2026-72032
CVE-2026-64356
CVE-2026-68410
CVE-2026-72056
CVE-2026-63809
CVE-2026-64118
CVE-2026-64222

CVE-2026-64224
CVE-2026-64599
CVE-2026-46079
CVE-2026-43432
CVE-2026-45872
CVE-2026-53113
CVE-2026-45950
CVE-2026-45947
CVE-2026-45853
CVE-2026-45976
CVE-2026-23258
CVE-2026-45863
CVE-2026-45922

CVE-2026-45888
CVE-2026-45921
CVE-2026-23389
CVE-2026-23160
CVE-2026-53102

CVE-2026-23065
CVE-2026-23137
CVE-2026-45939
CVE-2026-45881
CVE-2026-23464
CVE-2026-45948
CVE-2026-23038
CVE-2025-71151
CVE-2025-71153
CVE-2026-43162
CVE-2025-68741
CVE-2025-68765
CVE-2026-45928

CVE-2025-68239
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